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§164.400 45 CFR Subtitle A (10-1-11 Edition)
Standards Sections |mPlemematio(nA)S::gm(gtsigrg?e(R)=Required,
Technical Safeguards (see §164.312)
Access Control .........cccevvciicciinne, 164.312(a)(1) Unique User Identification (R)

Audit Controls 164.312(b)
Integrity 164.312(c)(1)
Person or Entity Authentication ......... 164.312(d)
Transmission Security ..........ccccoceeeee. 164.312(e)(1)

Emergency Access Procedure (R)
Automatic Logoff (A)

Encryption and Decryption (A)
(R)

Mechanism to Authenticate Electronic Protected Health In-
formation (A)

(R)

Integrity Controls (A)

Encryption (A)

Subpart D—Notification in the
Case of Breach of Unsecured
Protected Health Information

SOURCE: 74 FR 42767, Aug. 24, 2009, unless
otherwise noted.

§164.400 Applicability.

The requirements of this subpart
shall apply with respect to breaches of
protected health information occurring
on or after September 23, 2009.

§164.402 Definitions.

As used in this subpart, the following
terms have the following meanings:

Breach means the acquisition, access,
use, or disclosure of protected health
information in a manner not permitted
under subpart E of this part which
compromises the security or privacy of
the protected health information.

(1)(i) For purposes of this definition,
compromises the security or privacy of the
protected health information means poses
a significant risk of financial,
reputational, or other harm to the in-
dividual.

(ii) A use or disclosure of protected
health information that does not in-
clude the identifiers listed at
§164.514(e)(2), date of birth, and zip code
does not compromise the security or
privacy of the protected health infor-
mation.

(2) Breach excludes:

(i) Any unintentional acquisition, ac-
cess, or use of protected health infor-
mation by a workforce member or per-
son acting under the authority of a
covered entity or a business associate,
if such acquisition, access, or use was
made in good faith and within the
scope of authority and does not result

in further use or disclosure in a man-
ner not permitted under subpart E of
this part.

(ii) Any inadvertent disclosure by a
person who is authorized to access pro-
tected health information at a covered
entity or business associate to another
person authorized to access protected
health information at the same covered
entity or business associate, or orga-
nized health care arrangement in
which the covered entity participates,
and the information received as a re-
sult of such disclosure is not further
used or disclosed in a manner not per-
mitted under subpart E of this part.

(iii) A disclosure of protected health
information where a covered entity or
business associate has a good faith be-
lief that an unauthorized person to
whom the disclosure was made would
not reasonably have been able to retain
such information.

Unsecured protected health information
means protected health information
that is not rendered unusable,
unreadable, or indecipherable to unau-
thorized individuals through the use of
a technology or methodology specified
by the Secretary in the guidance issued
under section 13402(h)(2) of Public Law
111-5 on the HHS Web site.

§164.404 Notification to individuals.

(a) Standard—(1) General rule. A cov-
ered entity shall, following the dis-
covery of a breach of unsecured pro-
tected health information, notify each
individual whose unsecured protected
health information has been, or is rea-
sonably believed by the covered entity
to have been, accessed, acquired, used,
or disclosed as a result of such breach.
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